
Risks and Rewards of Communicating
with Patients via E-mail

BY KATHERINE L. GREGORY, MD, MPH

T
raditionally, physician-patient com-

munication has been by telephone,

mail, or face-to-face encounters. The

rapid shift to an increasingly paper-

less and “wired” culture has led many patients

to request that physicians offer the option of

communicating via e-mail. Some physicians

are reluctant to use e-mail, fearing that it

would add to an already excessive workload,

reduce income, erode quality of life, or create

legal liability. Yet the AMA’s Board of Trustees

has found that e-mail is a viable avenue “to

adequately communicate diagnosis and treat-

ment programs, as well as furnish appropriate

health education information.” As a physician

who has been using e-mail communication

with patients for 10 years, I can attest that e-

mail messages are a practical and useful way to

complement follow-up care.

ADVANTAGES OF E-MAIL
COMMUNICATION

There are many frustrations in communi-

cating with patients by phone. Typically, there

is the “phone tag” dilemma: it is difficult to get

the physician and patient on the phone at the

same time. By the time direct communication

is achieved, the patient spends more time on

venting frustration on the communication

problem than on the initial medical question! 

Communicating with patients via e-mail

has many advantages:

➤ It is efficient and cost-effective –

messages are less likely to be lost,

misplaced, or overlooked, and less

physician and staff time is spent

playing phone tag.

➤ It is ideal for communicating about

matters that do not require an office

visit or urgent attention, e.g., prescrip-

tion refills, relaying non-sensitive lab

results, sending appointment re-

minders, addressing insurance issues,

and responding to questions following

a visit.

➤ There is a written record document-

ing the physician-patient interchange.

➤ Compliance can be encouraged and

patients can be given additional in-

formation by attaching supporting

documentation or linking to web sites.

➤ Some patients may actually prefer to

communicate sensitive information

through the “anonymity” of an e-mail

message, rather than face-to-face.

PROTECTING PATIENT’S
PRIVACY 

E-mail is, in most cases, a relatively insecure

form of communication. The primary risks

when communicating with patients via e-mail

are security and privacy. The Health Insurance

Portability and Accountability Act of 1996

(HIPAA) dictates that healthcare organizations

must develop policies, procedures, and systems

to assure that protected health information

(PHI) remains confidential. HIPAA does not

expressly prohibit the use of e-mail for sending

PHI as long as the standards for access control,

integrity, and transmission security are met. To

meet this requirement, the Department of Health

and Human Services encourages the use of

encryption technology for transmitting elec-

tronic PHI over the Internet.
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CHANGE OF
ADDRESS

PRF has moved from the
Medical Society building on
Sutter Street to a new office
space on Van Ness Avenue,
near Turk. Phone and fax num-
bers remain the same.The
new address is:

Physicians Reimbursement
Fund, Inc.
A Risk Retention Group
711 Van Ness Avenue
Suite 430
San Francisco, CA 94102 ■
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Responding to Legal
Correspondence and Documents 

BY JUNE RILEY, MBA

A
s a practicing physi-

cian, from time to time

you may receive legal

documents or corre-

spondence from attorneys regard-

ing a patient’s care and treatment.

The following explanations ad-

dress these three basic questions:

➤ What is this document? 

➤ What does it mean?

➤ What do I need to do? 

90-Day Notice
No medical malpractice action

can be initiated unless the physi-

cian has been given at least 90 days

prior notice of the intention to

sue. The notice must state the legal

basis of the claim and the type of

loss sustained. In our experience,

less than half of 90-Day Notices

result in a claim being filed.

However, if you receive a 90-Day

Notice, it is absolutely necessary

that you inform PRF for further

instructions.

Summons and Complaint
A Summons is a legal docu-

ment used to notify the physician

that a lawsuit has been filed. The

Summons will name the

plaintiff(s) and defendant(s), the

court and date of filing, and identi-

fy the case number. The Com-
plaint, which is served with the

Summons, identifies the alleged

negligence, the damages allegedly

resulting from the negligence, and

outlines the relief being sought for

the damages incurred. Once a

physician has been personally

served with a Summons and

Complaint, he or she has 30 days

to answer the complaint. Because a

failure to respond to the

Complaint within the deadline can

result in a default and loss of the

case, it is extremely important to

notify the PRF office immediately.

Furthermore, the physician must

forward the original of the sum-

mons, complaint, and any enve-

lope, along with a note as to how

the documents were received, to

the PRF office.

Demand for Arbitration
Sometimes the intention to

file a lawsuit is communicated by a

Demand for Arbitration rather

than a Summons and Complaint.

The Demand has the same effect

of initiating litigation and requires

that the receiving party respond

or risk defaulting the case. If you

receive a Demand for Arbitration,

contact the PRF office immediate-

ly, and forward the original to the

PRF as you would after receiving a

Summons and Complaint.

Subpoena
As a PRF physician, you should

contact the PRF office staff when-

ever you receive a subpoena as an

inappropriate response to a sub-

poena can result in a HIPAA

violation or a violation of the right

to privacy under California law.

The two types of subpoenas most

often received by PRF physician

Insureds are a subpoena duces

tecum and a subpoena to appear.

➤ A subpoena duces tecum is a

subpoena to produce medical

records. This subpoena does

not necessarily relate only to a

medical malpractice lawsuit.

For example, it can also relate

to a Workers’ Compensation

suit or a criminal suit. The

subpoena may or may not be

accompanied by an authoriza-

tion to release records signed

by the patient or a legal repre-

sentative of the patient whose

records are sought. If no such

authorization has been pro-

vided, then the subpoena must

include proof that the patient

has received adequate notice

of the subpoena and has had

adequate opportunity to

object. Because it may not be

clear whether notice is ade-

quate, and a premature release

of the records in itself can

result in a lawsuit against you,

please contact the PRF office

staff for information on how

to respond appropriately.

➤ A Subpoena to appear is a

notice that you are to appear

before the Court on a given

day. You cannot ignore a sub-

poena to appear whether or

not you are able to appear at

the given time. If you receive

a subpoena to appear, PRF

will assign an attorney to con-

tact the propounding party’s

attorney on your behalf,

advise you, and if necessary

accompany you to Court.

Deposition
A deposition is a court autho-

rized procedure for the purpose of

obtaining oral testimony. The

deposition often takes place in an

attorney’s office or in the office of

the individual being deposed. A

court reporter is present and the

sworn testimony is transcribed and

can later be used as evidence in a

trial or arbitration. If you are a

named party to a medical malprac-

tice suit, it is very likely that you

will be deposed. You may also be

called to testify as a treating physi-

cian in litigation in which you are

not a named defendant. The plain-

tiff ’s attorney may contact you by

continued on page 4
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THE PEER REVIEW
COMMITTEE

The Peer Review Committee

meets every other year to re-cre-

dential all insured physicians and

on an ad hoc basis to review new

candidate applications. The

Chairman of the Peer Review

Committee is appointed by the

PRF Board of Directors and

serves on the Board. The other

committee members are selected

to represent the major medical

specialties insured by the Com-

pany. The Peer Review Committee

reviews the application and quali-

fications of each applicant or

Insured and makes a recommen-

dation for acceptance or renewal

to the Board of Directors. The

Board has the ultimate responsi-

bility for acceptance. The

Committee also makes recom-

mendations as to an applicant’s

appropriate specialty classifica-

tion.

NEW APPLICANT
REVIEW PROCESS

The Committee reviews all

new applicants to ensure that the

applicant is engaged in a medical

practice which utilizes conven-

tionally accepted medical and risk

management procedures, has a

practice and claims history which

places the physician within the

same risk classification as existing

policyholders, and understands

that all PRF physicians must uti-

lize the Company’s arbitration

agreement, follow recommended

risk management guidelines, and

cooperate satisfactorily in the

defense of any pending claims.

RENEWAL
APPLICATION
REVIEW PROCESS

Each policyholder must be re-

credentialed every two years (no

later than November 15 prior to

the expiration date of the policy).

The Peer Review Committee re-

views each renewal application,

updates the member’s file with any

new information, and makes its

recommendation to the Board. In

the review process, the Committee

evaluates information pertaining

to the credentials and perfor-

mance of the policyholder. For

example, re-credentialing appli-

cants are required to notify the

Peer Review Committee of new or

experimental procedures or any

relevant changes in their practice.

The Committee also examines

the applicant’s claims activity

during the prior year, including

claims reported, actions filed, and

the amount and nature of any set-

tlements or judgments. However,

management reports of incidents

having an undesirable outcome

are not used as a basis for renewal

of applicants. It is important to

note that many of the manage-

ment reports received by PRF

never result in actual claims. In

fact, insured physicians are

encouraged to submit manage-

ment reports when a patient

experiences an adverse outcome,

as management reports are essen-

tial for long-range planning and

risk management by PRF.

The work done by the Peer

Review Committee is an impor-

tant contribution to minimizing

the Company’s level of risk and

continued success. As Chair of the

Peer Review Committee, I thank

each member of this long-stand-

ing Committee for contributing

their time and knowledge. PRF’s

overall favorable claims history is

evidence that the Committee has

consistently done an outstanding

job. ■

Dr. Peacock is a board member

and chair of the Peer Review Com-

mittee of PRF. 3

PRF–RRG Peer Review Process
BY W. GORDON PEACOCK, MD

PRF-RRG is a physician owned and operated company whose Board of Directors and committees are

comprised of current or retired PRF physicians. The expertise and sound judgment of the physician-

members serving on the Peer Review Committee are essential to the PRF’s peer review process and

fundamental to the Company’s effective risk management and continued success.

"In fact, insured physicians are encouraged to submit
management reports when a patient experiences an adverse
outcome, as management reports are essential for long-
range planning and risk management by PRF."
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system must be suffi-

cient to ensure, to the

highest degree possible,

that delivery and

receipt are verified and

that the physician and

patient will be able to

recognize that messages

coming from each

other are authentic.

The American Medical

Informatics Association

(www.amia.com) has

addressed the handling

of messages in its e-

mail guidelines (subject

heading, turnaround

time, acknowledge-

ments, etc.).

➤ The patient must sign

a consent form that

describes the risks

involved with e-mail

communication. For

example, the patient

must consider if her

computer is password

protected so that others

cannot gain access to

her e-mail or, if she

uses e-mail at work, are

her messages available

for her employer to

read? 

➤ The consent form

should address patient

expectations. For

example, what is the

maximum turnaround

time for providing a

response? What about

weekends and holidays?

Should the patient

expect an automated

reply when her message

is received at the physi-

cian’s e-mail account?

Will the physician have

a nurse or other per-

sonnel read all in-com-

ing e-mail in order to

“triage” the messages

for action?

➤ Patients should be

given written guide-

lines discussing the

importance of focused

content, limiting the

number of requests per

message, and avoiding

urgent requests or

highly sensitive content.

➤ To avoid losing valu-

able correspondence,

the physician must

have a secure back-up

system in place and

save print-outs of
e-mail messages in
the medical record for
later reference.

Finally, a physician may be

concerned that offering e-mail

will open up the floodgates for a

never-ending series of minor

questions. Instead of 10 phone

messages daily, there could be

100 e-mails awaiting a response!

Yet a triage-based system can

have e-mail exchanges directed to

the appropriate individual, like

telephone messages. The Medem

Network (www.medem.com) is a

securely encrypted physician-

patient communications net-

work. Medem is designed to

facilitate patients’ online access

to information and allows

patients to make appointments

and get prescriptions refilled

online. Through such systems,

the office staff will get the

appointment and prescription

e-mails, while the physician only

addresses the patient’s medical

questions.

CONCLUSION

All electronic communica-

tions present challenges to priva-

cy. Physician-patient e-mail com-

munication is a timely and effi-

cient way to improve health out-

comes by involving patients in

documenting their own medical

care. If physicians institute the

appropriate safeguards to protect

confidential medical information,

they will increase effectiveness

and actually develop closer ties

with patients through improved

communication. ■

Dr. Gregory, an obstetrician gyne-

cologist in San Francisco, is a

member of the Risk Management

& Education Committee of PRF.

Communicating via E-mail
(continued from page 1)

Responding to Legal Documents
(continued from page 2)

phone or by mail to set a deposi-

tion date. Although the tone of the

correspondence may seem casual

and friendly, be aware that by

speaking about your patient with

plaintiff ’s counsel you may inad-

vertently violate the patient’s right

to privacy. Please contact the PRF

office staff and an attorney will be

assigned to communicate to plain-

tiff ’s attorney on your behalf.

Whether you need to testify,

and how to protect your rights,

including how to avoid the risk of

being brought into the litigation

as a defendant, are matters that

should be discussed with an

attorney. If the circumstances are

such that you must testify at a

deposition, your PRF-assigned

attorney will meet with you to

prepare prior to the deposition

and accompany you to the depo-

sition.

The bottom line is that in the

event that you are the recipient of

any of the above correspondence

or documents, you should contact
the PRF office at (415) 921-0498
and ask to speak with June Riley. ■

June Riley is executive director of

PRF.


